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Hacrosmum O61iecTBO ¢ orpaHuueHHON OTBETCTBEHHOCThIO MUKPOKpEIMTHAS KOMITAHHUS
«®actmanu.py» (OI'PH:1177847323741 MHH: 7805714988) nooaut no ceeaenust KiaueHToB
PEKOMEHJIAIIMHU 110 3aIUTe HHPOPMAIIMK OT BO3JCHCTBUS MPOTPAMMHBIX KOJIOB BO MCIIOJHCHHE
[Tonoxxenuss banka Poccum ot 20.04.2021 Ne 757-I1 «O06 ycraHOBICHHH OO0S3aTEIbHBIX IS
HEKPEJIUTHBIX (PMHAHCOBBIX OpraHu3aIil TPeOOBaHWUN K OOECIICUCHUIO 3alTUThl MHPOPMAIHH
IIPH OCYIIECTBICHUH JCITEILHOCTH B chepe (PMHAHCOBBIX PHIHKOB B IIETSX MPOTHUBOACHCTBUS
OCYIIECTBIICHUIO HE3aKOHHBIX (DMHAHCOBBIX OIEpaIiuii».

! BQ@OOHOCH ble npocpammbl

BpenonocHas mnporpaMma — 3TO IporpamMma, HaHOCSLas Bpel MOOHIBHOMY
YCTPOMCTBY/KOMIIBIOTEPY WJIM HMHBIM YCTPOHCTBaM (Jajiee — YCTpPOMCTBa), Ha KOTOPBIX OHA
3aIycKaeTcs.

BpenonocHble nmporpaMMel ClIOCOOHBI CaMOCTOSITENBHO (TO €cTh 0€3 BeloMa Biajenblia
YCTpOICTBA), CO3AaBaTh CBOU KOIIMU U PACIPOCTPAHATH UX PA3JIMYHBIMU CIOCOOAMM, YTO MOXKET
IPUBECTH K ITOJTHOMY Pa3pyLIeHUIO0 HHPOPMALIUH, XPAHSIIEHCs Ha yCTPOICTBE.

! Anmusugzzcubte npocpammbl — 21AGHbLE 3AUIUMHUKU

AHTUBUPYCHBIC TMPOTPAaMMBI — OCHOBHOE CpPEICTBO OOpHOBI ¢ BPEIOHOCHBIMHU
MporpaMMaMi. Y CTAaHOBUTE COBPEMEHHOE JIMIIEH3MOHHOE aHTUBUPYCHOE MPOrPAMMHOE
oOecrieueHre, OCYIIECTBISIONIEe IMOCTOSHHBIM KOHTPOJb 32 KOMIIBIOTEPOM M MOOHIIBHBIM
ycTpoilcTBOM. Ileproauueckn 3amyckaiTe TMOJHYK TMPOBEPKY KOMIIbIOTEpa. PerymsapHo
OOHOBJISIIITE aHTUBUPYCHBIE MPOTPaMMBI TUOO pas3pelIaiiTe aBToMaTHUYeCKoe OOHOBIIEHUE MPHU
3ampoce IPOrpaMMmBbl.

Cooduwaem, umo _nomumo 00pbOvl ¢ _umerouumuca 6pe0oHOCHbIMU NPOSPAMMAMU,
AHMUBUPYCbl _HOcAmM _euie u npodunakmuyeckuii xXapakmep, 3auiuuids yCcmpoucmeda om
HPOHUKHOGCHUSA 8 He20 8DEOOHOCHOU NPOZPAMMBbI.

| ITonvza DeYIAPHBIX 0OHOBIACHUL

Y cTaHaBIMBalTE HOBBIE BEPCUH ONEPALIMOHHBIX CHCTEM U CBOEBPEMEHHO yCTaHABIMBANTE
OOHOBJICHMSI K HHUM, YCTpaHSIOIIMEe OOHapyXeHHble OomuOKu. PerymsipHo oOHOBIsITE
N0JIb30BATEIbCKOE TPOrpaMMHOE 00ecrieueHHe ISl pabOThl B CETH, TAKOE KaK HHTEpHET-0paysep,
yCTaHaBIMBasl caMble MociiefHue oOHoBIeHUs. [lomnume, umo 00HO6ICHUA ONEPAUUOHHDLX

cucmem gza3gza6ambwalomc11 C 2‘[ém0M HOGbILX 6UDYCOE.

! Ilpogepaiime 6noeb nonyuennsle dhaitivt

Bynbre OYeHb OCTOPOXKHBI NPU TOJYYEHUH COOOLIEHHH ¢ QaiiaMu-BIOKESHUIMH.
OO0paraiite BHUMaHue Ha pacmiupeHue Qaiina. BpenoHocHble (aiiibl 4acTO MacKUPYIOTCS MO
oObIyHbIE Tpaduyeckue, ayauo u Buaeo (aiisl. i Toro, 4ToObI BUAETH HACTOSAIIEE pAaCIIUPEHUE
¢aiina, 00s3aTEIBHO BKIIFOYUTE B CUCTEME PEKUM OTOOPaKEHHS paciIupeHuii (haisios.

[Tono3puTenbHble COOOLICHUS JIydllle HEMEIJICHHO YAAATh. [IpH OTKPBITUH CCBHUIOK,
HOJYYEHHBIX IO 3JIEKTPOHHOM MOYTE WJIM MECCEHAKEepax, CKOMUPYHTE CChUIKY, BCTaBbTE B
aIpECHYI0 CTPOKY HCIIONIb3yeMoro Opay3epa U yOeauTech, UYTO aApec COOTBETCTBYET
uHTepecyoiemy Bac pecypcey.

Hukorna He ycraHaBiuMBaiiTe M HE CoXpaHsiite 0e3 NpeaBapUTENbHONH NPOBEPKU
AHTUBHUPYCHON MporpamMmoi (hailsibl, MOJy4eHHbIE U3 HEHA/EXKHBIX MCTOYHHMKOB: CKaYaHHBIE C



HEHU3BCCTHBIX Web-caﬁTOB, IPpHUCIaHHBIC I10 SHGKTpOHHOﬁ Io4YTE€ M IOJYUYCHHBIC H3 HWHBIX

UCTOYHUKOB. [lodo3pumensvusie haiinvt nyyuie nemednenno yoaname. Ilposepaiime ece nogvie
daitnbl, coxpansemvie na kKomnovromepe. IlepruoauaecKky MpoBEpSUTe KOMIBIOTEP MOTHOCTBIO.

! Pecynapno npogepaiime ycmpoiicmeo u 0yosme 60umeibibl RPU «8CHIIbIEANUIUX OKHAX)

I1o BO3MOKHOCTH HE COXPAHANTE B CUCTEME ITAPOJIA U IEPUOJAUUECKU MEHANTE UX.

[Tpu mosryyeHnH W3BELICHHUI O HETOCTABKE MMOYTOBBIX COOOLICHHUH oOpamaiite BHUMaHHe
Ha I[PUYMHY MU, B Clydae aBTOMAaTHMYECKOIO OIIOBEILEHUS O BO3MOXKHOW OTIIPABKE BHpYCA,
HEME/UICHHO INPOBEPSAUTE yCTPOMCTBO aHTUBUPYCHOM NPOrpaMMOM Ha HaJIU4KMe BPEIOHOCHBIX
IIPOrPaMM.

[Tpu ucnonp3oBanuu Opay3epa He MEPEXOTUTE MO CChIIKE M HE HA)KMMaiTe Ha KHOIKU BO
BCIUIbIBaIOIMX OKHax. CrapaiiTech n3beratb calToB, KOTOPbIE MOI'YT UMETh HE3aKOHHOE W/WIIN
BPEIOHOCHOE cojiepkanue. [IpoBepsiiite Bce cCheMHBIC HOCHTENIW WHGOpPMAIUU J0 Havaja HX
UCMOJIb30BaHUS (TakHMe HOCUTEIM MOTYT HEpEHOCUTh C OJHOr0 YCTpOMCTBa Ha Jpyroe
BPEIOHOCHBIE ITpOrpaMMbl). M30eraiiTe ncoib30BaHNs NPUBUIETUPOBAHHBIX YUETHBIX 3alucen
(HampuMep, AJIMUHHCTpPATOp) [UId €©XKEJHEBHOTO HCHOJb30BaHUA. J[lyis  BBINOJHEHUA
0OJBIIMHCTBA ONEpallUii JOCTaTOYHO MpaB OOBIYHOIrO Mosib3oBaress. [lepuoguuecku ynansiite
porpaMMHoe o0ecrieyeHrne, KoTopoe 0oJbIle He HYXKHO.

! P€3€Q€H0€ Konupoéanue KaxK capanmui Oezonacnocmu

PerynspHo BbINOJNHSNTE pe3epBHOE KOMMpPOBaHUE BakHOW MH(popMaruu. [lonroroBsre
MMENTE B TIOCTYITHOM MECTE CUCTEMHBIN 3arpy304HbIA JUCK. B cilydae moao3peHus Ha 3apakeHue
KOMIIBIOTEPA BPEOHOCHOM IIPOrPaMMOM 3arpy3uTe CUCTEMY C IUCKa U ITPOBEPHTE aHTUBUPYCHOU
IIPOrpamMMoi.

| Takmuxa 00pb0ObL ¢ 8PEOOHOCHBIMU NPOZPAMMAMYU

BpenonocHble mporpamMMbl MPEACTABISIOT COO0OW (aidbl, KOTOpblE cpalaThIBAIOT IpH
aKTUBHPOBAHUU Ha ycTpoiicTBe. TakTika O0pHOBI ¢ HUMH JIOCTATOYHO MPOCTA:

a) He JIONycKaTh, YTOOBI BPEJOHOCHBIE IPOTpaMMBbI Ionaiany Ha Bame ycTpoiicTBo;

0) ecniu oM kK Bam Bce-Taku monanu, HA B KOEM Cllydae He 3aIycKaTh uX;

B) €CJIM OHU BCE K€ 3allyCTUINCh, TO HNPUHATb MEPBI, YTOOBI, O BO3MOXXHOCTH, OHU HE

npuYuHWIN yiiepoa. Camolil Qelcmeennblil CnOcod 02padumsy om ePeQOHOCHLIX NPOZDAMM CEOL

| Pacuupenue chaiing — a3mo gaxcno!

HOMHI/ITC, 49TO B I/IH(I)OpMaI_[I/IOHHO-TCHGKOMMYHI/IKaLII/IOHHOI‘;I CCTHU «I/IHTCpHCT» ﬂeﬁCTByeT
MHOXCCTBO MOIICHHUKOB U MPOCTO XYJIUTIaHOB, KOTOPBIC CO3HAIOT MU 3aITyCKAarOT BPCIOHOCHLIC

nporpammbl. Ecnu  Bawie yempoiicmeo nodeep2ioch  3apasceHui)d, PeKoMenoyemcs
o0pamumbca K __Keanu@uuupoganHuwvim cneuuaiucmam, a TakKKe CMEHHUTh Napoiaud OT

MOOWJIBHBIX TPHJIOKEHUH (B TOM YHCJE, TJ€ BO3MOXKHO COBEpIIaTh (DMHAHCOBBIC OMEPAIINH),
BHGKTpOHHOﬁ MOYThI, YUCTHBIX 3anucel B CONUAJIBHBIX CCTAX U T.II. C IOMOIIBIO HE 3aPAKCHHOI'O
YCTpOICTBA.



! Mepol npu ymepe uiu XuuwieHuu ycmpoucnea

IIpn yrepe mnm xuiueHuu Bamero ycrponcTBa, ¢ KOTOPOrO OCYILECTBIISUICS BXOJ B
JMYHbIE KaOWHETH HEKPEeIUTHBIX (PMHAHCOBBIX OpPTaHU3AINH I OCYIIECTBICHUS (PUHAHCOBBIX
onepauuii, HeOOXOAUMO OOpaTUTbCA B YKa3aHHble OpraHM3aluu Uil OJOKUPOBKM JIMYHOTO
KaOMHeTa ¢ yKa3aHHEeM IPUYHHBI OCYIIECTBICHUS TaKOW OJIOKMPOBKH.

| Tonoanumensusie DEKOMEHOAUUU NO 0e30NACHOMY UCHOIL308AHUIO MOOULIbHBIX
BpUI0HCCHUT

+ VYcTraHaBIMBaiTe NPHIOKEHHE HCKIIOYATENHLHO 110 CCHUIKAM B  aBTOPU30BAHHBIX
marasuHax npuiaoxenuii (App Store wiu Google Play).

+ PerymsipHo ycranaBiuBaiite OOHOBJIEHHS 0€30MIACHOCTH JUISl OINEPAI[MOHHOM CHCTEMBI
Balllero MOOMIIBHOTO yCTPOUCTBA.

+ Vcronb3yiiTe JIMIEH3MOHHBIE, IIOCTOSHHO OOHOBJSIEMBIE CPEICTBA AHTHBHPYCHOM
3aIUTHI.

+ Mcnons3yiite cpeiacrBa OJOKMPOBKM BXOja Ha Baile MOOWiIbHOE ycrpoiictBo (ITapois,
[Tun-xox, TouchlD, FacelD u unsie).

+ Huxomy He cooOuiaiiTe naposb A8 JOCTyNa B NPHIOKEHUE M OJHOPa3oBbiii SMS-kox
MOJTBEPKJICHUS OTIepaIlHii.

+ He xpanure mapospb Uisi JIOCTyNa B MPHIOKEHHE HA CBOEM MOOHMIILHOM YCTPOMCTBE B
OTKPBITOM BHJIE.

+ Eciu y Bac ecTh mojo3peHre, 4TO BallM PEKBU3UTHI JOCTYIA B TPUIOKEHHE CTAIH
U3BECTHBI TPETHUM JIMIAM, 3a0JOKHUpYHTE YCTpOICTBa M HE3aMEIJIUTEIbHO OOpaTuTech B
KJIIMEHTCKYIO Mo IepkKy OOIecTna.

+ 3aBepuraiite ceanc paboThl B MPUIOKEHUH CPa3y MOCIE MPOBEICHHS BCEX HEOOXOAUMBIX
onepauuii mpy MOMOIIHA KHONIKH «BbeIxomy».

+ B crmydae morepw WM XWINEHHS Balllero MOOWIBHOTO YCTPOMCTBAa HE3aMETHTEIBHO
coo01uTe 00 3TOM B KIMEHTCKYIO MojiepkKy Ob1iecTna.

+ He mocemaiite ¢ UCIOIB30BaHUEM MOOMJIBHOIO YCTPOMCTBA, HA KOTOPOM YCTaHOBJIEHA
KJIMEHTCKasl 4aCTh NMPHIIOKEHHS, CAThl COMHUTEIILHOTO COJICPKaHMUS.

+ He ycranapnupaiite Ha MOOMIBHOE YCTPOWCTBO, Ha KOTOPOM HMCIOJIB3YETCS KIMEHTCKAs
YacTh  NPUIOXKEHMs,  IporpaMMHOe  oOOecrieyeHMe  HEW3BECTHBIX  Pa3pabOTUMKOB,
pacnpocTpaHsieMoe U3 CTOPOHHHUX HMCTOYHHMKOB (MaJIOM3BECTHBIX CEPBUCOB PaclpOCTPaHEHUS
IIPUJIOKEHNUI ).

+ He wucnonb3yiiTe NpUIoKEeHHe HA MOOWIJIBHBIX YCTPOWCTBAX, CHCTEMHAs MPOrpaMMHas
9acTh KOTOPBIX MOJBEpriach MOAuUKAIIUY, HECAaHKIIMOHUPOBAHHOU mporenypam «Jailbreaky,
noiy4yeHuto «Root» - mpaB, pa30JIOKHPOBKE 3arpy3urKa, YCTAHOBKE BEPCHU OINEpalMOHHBIX
CUCTEM OT HeO(UIIUATbHBIX pa3pabOTUUKOB).

+ [lpu oTCyrcTBUM HEOOXOAMMOCTH, HE HCIOJBb3YHTEe NPUIOKEHUE ISl COBEPIICHHS
OTIepaIuii 110 CYETY WITH COBEPIICHUSI MHBIX FOPHINYECKU 3HAYMMBIX JIEHCTBHIA TP TTOIKITFOYCHUH
tesnedoHa Kk myonuuHbIM cetsim WiFi.

JlomoTHUTEILHO COO0IaeM, 4YTO HACTOSAIIHEe PeKoMeHIaluu HOCAT JAWCIO3UTHBHBIN
WH(OPMAIIMOHHBIN XapaKTep U MPU3BaHbI JOHECTH Jia cBeAeHus KieHToB:

uHOpMALIMIO O Mepax MO0 NPEIOTBPAIICHUIO HECAHKIMOHHUPOBAHHOTO JOCTyMa K
3alUIaeMol MH(opMaIy, B TOM YUCIIe IPH yTpaTe (MoTepe, XUIEHHH) KIUEHTOM yCTPOICTBa,
C UCIOJIB30BAHUEM KOTOPOT'O UM COBEPIIAIKCH JACHCTBHS B LIESIX OCYIIECTBICHUS (PUHAHCOBOM
orepanuyu, KOHTPOIK KOH(HUTypaluu YCTPONCTBA, C HCIIOIH30BAaHHEM KOTOPOTO KIMEHTOM
COBEpILAIOTCS JACUCTBUS B LIEISAX OCYIIECTBICHUS (DUHAHCOBOM OMEpaIui, 1 CBOEBPEMEHHOMY
0OHapyXEHHUIO BO3ACHCTBUS BPEIOHOCHOTO BPEaA;



MH(OPMALIMIO O BO3MOXKHBIX PHCKAaX IOJYYCHUS HECAHKIIMOHUPOBAHHOTO IOCTYyMa K
3amumaeMoi MHGOpPMAIMK C IEJIbI0 OCYIIECTBICHUS (DMHAHCOBBIX OIEpalliid JUIaMU, HE
00J1aJaI0MMMHU MTPABOM Ha OCYIIECTBICHUE TAKUX OTICPAITHA.



